Scope of Service/Works
Cybersecurity Solutions Sourcing
1. Objectives

The objective of partnering with providers offering anti-DDoS & anti-malware solutions, vulnerability assessment tools tailored for vulnerability management services, vulnerability assessment and penetration testing, in-app protection for mobile apps, GRC tools, AI-based email security, antivirus for servers & PCs, and comprehensive cybersecurity solutions is to bolster Axentec's capabilities in delivering robust and secure IT solutions to our clients. By collaborating with industry-leading vendors in these areas, Axentec aims to enhance the security posture of our clients' infrastructure, applications, and data assets. These partnerships enable us to offer tailored cybersecurity solutions that address the unique needs and challenges of our clients, ensuring proactive threat detection, rapid incident response, and adherence to regulatory requirements. Through these strategic alliances and the deployment of cutting-edge security technologies, Axentec is committed to safeguarding our clients' digital assets, maintaining business continuity, and fostering trust in our services amidst a constantly evolving threat landscape.
2. Background Information

In response to the escalating cybersecurity threats and the critical need for robust defense measures, Axentec PLC has recognized the imperative to integrate comprehensive cybersecurity and related services into its offerings. This strategic decision underscores Axentec PLC's commitment to safeguarding the integrity, confidentiality, and availability of its clients' digital assets amidst the evolving threat landscape. By embracing advanced cybersecurity technologies and solutions, Axentec PLC aims to enhance its capability to address the diverse security challenges faced by organizations across various industries. This proactive approach not only reinforces Axentec PLC's commitment to excellence but also strengthens its position as a trusted technology partner dedicated to delivering reliable and innovative cybersecurity solutions.

3. Scope of Service Requirements

The scope of service requirements involves integrating comprehensive cybersecurity solutions into Axentec PLC's offerings. This includes anti-DDoS and anti-malware solutions, vulnerability assessment tools, penetration testing services, in-app protection for mobile apps, GRC tools, AI-based email security, and antivirus for servers and PCs. These measures aim to enhance cybersecurity defenses, protect against threats, and ensure compliance with regulatory standards.

4. Delivery Schedule
The service provider is expected to deliver the project within 2months after PO is received from the client.

If the project is more complicated than expected, the delivery timeline will be mutually agreed upon by axentec and the service provider, taking into consideration the complexity of the project, resource availability, and other logistical factors.
5. Deliverables
	Products
	Requirements

	Anti Ddos & Anti Malware
	As per client requirements and best price benefit.

	Vulnerability Assessment for Container Solutions
	As per client requirements and best price benefit.

	Vulnerability Management
	As per client requirements and best price benefit.

	Vulnerability Assessment and Penetration Testing
	As per client requirements and best price benefit.

	In-App Protection for Mobile Apps
	As per client requirements and best price benefit.

	GRC Tools
	As per client requirements and best price benefit.

	AI based Email Security
	As per client requirements and best price benefit.

	Antivirus for Server & PCs
	As per client requirements and best price benefit.

	CyberSecurity Solutions
	As per client requirements and best price benefit.



6. Personnel Specification

	SL
	Required Dept./ Resource 
	Required Expertise & Deliverables 

	1
	Product Manager/Business Architect
	I. Document full requirements and manage changes to requirements or add new requirements during development and post-delivery of software.
II. Translated business requirements into technical requirements for driving improvements, enhancements and/or creations of new applications
III. Create detailed use cases supporting functional requirements, user stories and acceptance criterion
IV. Review, prioritize, comment and follow-up on product defect

	2
	System Administrator
	I. Install and configure software and hardware.
II. Manage network servers and technology tools.
III. Set up accounts and workstations
IV. Monitor performance and maintain systems according to requirements.
V. Troubleshoot issues and outages.

	3
	Database Administrator
	I. Install and maintain the performance of database servers.
II. Develop processes for optimizing database security.
III. Set and maintain database standards.
IV. Manage database access.
V. Performance tuning of database systems.
VI. Install, upgrade, and manage database applications.
VII. Diagnose and troubleshoot database errors

	4
	IT Support
	I. A dedicated IT Support resources is required to manage all kinds of support queries & coordination



7. Progress Report Deadlines
Bi-weekly progress reports will be submitted to axentec, outlining the milestones achieved, challenges encountered, and plans for the subsequent period. This will be defined in the agreement.
8. Documentation and Certificates
Partner will provide BIN and TIN certificates, and any other required documentation to complete the process of this partnership.
Additionally, upon project completion, all relevant documentation, including user manuals and certificates of compliance with industry standards, will be provided to axentec.
9. Damages Quantification for Non-Performance to Set LD
In the event of non-performance related to product delivery and SLA adherence, the following damages will be considered for quantification. The purpose of these quantifications is to establish Liquidated Damages (LD) in accordance with the terms and conditions outlined in the Request for Quotation (RFQ):


9.1 Product Delivery Delay:
In the event of delays in product delivery beyond the agreed-upon schedule, the following damages shall be applicable:

Late Delivery Penalties:
For each day of delay beyond the agreed-upon delivery date, 3% of total PO value from axentec to Service Provider will be deducted from the total order value.

Operational Disruption Compensation:
In case of significant delays impacting our operational processes, an additional 3% will be charged to compensate for the operational disruption caused.

9.2 SLA Delay:
For services outlined in the Service Level Agreement (SLA), any deviation from the agreed-upon SLA timelines will result in the following damages:



Service Credit Penalties:
A deduction of 3% of the total PO value from axentec PLC to Service Provider for each SLA violation.

Additional Costs Incurred:
If SLA delays result in additional costs for our organization, the vendor will be liable to reimburse these costs.

It is imperative that the vendor carefully reviews and understands the implications of these damages, as they will be invoked as per the terms stipulated in the final agreement. 
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The purpose of this section is to specify the Parties’ responsibilities concerning the Scope of Services. As a general principle, the Consultant/Supplier shall have total responsibility for the ordered Scope of Service. To be able to fulfill his obligations under the Contract, the Consultant / Supplier may need information and/or assistance from the Purchaser where the Purchaser shall play supporting role which should be listed in the below table. 
	Description of responsibility task
	Purchaser 
	Supplier


	Lead Generation
	P
	S

	Presales Support
	S
	P

	Business Requirement Collection
	S
	P

	Development
	S
	P

	Quality Assurance
	S
	P

	Testing
	S
	P

	Go-Live
	S
	P

	Post-Sales Support
	S
	P


P=Primary role, S= Supporting role 
Activities not listed shall be understood as the Supplier’s responsibility.


11. KPI
	Area
	Key performance indicator (KPI)
	Performance target

	Quality
	Fit for purpose
	Goods or services can be consumed with no rework 60% of time

	
	Compliant to specification
	Goods or services are provided to contracted specifications x% of time

	Delivery
	In full
	70% of goods or services are provided in correct volume/quantity

	
	On time
	60% of Goods or services are provided on date/time required

	
	Secure/no damage
	Less than 20% of goods/services are defective on receipt by 

	Cost
	To Contract
	All goods/services are invoiced at contracted rate or less

	
	To industry benchmark
	Price paid is at industry/market benchmark +/- 2%

	Customer service
	Urgent Orders
	Supplier attends to urgent orders x of time

	
	Issue resolution
	10% of operational issues are resolved within 72 hours of notification



13. SLA
	Severity
	Response Time
	Resolution Time
	Description

	Level 1
	1 hr
	72 hrs
	Minor: Non-service impacting.
Problems with no immediate impacts to business.

	Level 2
	30 mins
	12 hrs
	Major: Service impacting.
Problem will hamper system performance or will create difficulty in rendering the service. 
System or sub-system can be used but with degraded performance. 

	Level 3
	15 mins
	2 hrs
	Critical: Out of Service.
Disrupts regular business operation & result in downtime. Entire system unusable.


14. Warranty
The Service Provider warrants the Cybersecurity solution to be free from defects in material and workmanship for a period of live service from the date of deployment. During this warranty period, the Service Provider agrees to promptly address and rectify any defects identified by the client. This warranty does not cover damages resulting from misuse, unauthorized modifications, or improper handling of the solution. The Service Provider's liability is limited to repair or replacement of the defective components of the Cybersecurity solution.
15. AMC (if required)
On the sold solution, to ensure better service AMC (Annual Maintenance Contract) may be applicable to customer. That AMC value might vary; axentec and Partner will decide on the percentage depending on the deal strategy. AMC details will be enclosed with all the deals and submitted to customer.  

