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Responsibility & Obligations of the Supplier for Information & Cyber Security

1. RESPONSIBILITIES & OBLIGATIONS OF THE SUPPLIER FOR INFORMATION & CYBER SECURITY

1.1. Objective:
Robi Axiata Limited (hereinafter referred to as Robi) holds large amounts of personal and confidential information. Robi is committed to process this information in a way that assures its confidentiality, integrity and availability at all times. System & Network Security can be compromised by vulnerabilities, inadequate configuration or deficiency in the design and maintenance of solutions / information systems. The objective of this section is to provide basic cyber security requirements that supplier should be identified, justified and built into information systems from its conception and design, through creation and maintenance. Service provider must follow below mention requirement from solution build to warranty and post warranty AMC period.

	SL
	Specification of the item(s) as per RAx requirement
	Impact
	Specification as offered by the bidder (bidder shall have to mention detail specification of his offered item(s) in this column)
	Bidder Compliance
(Complied/Not Complied)      (bidder shall have to mention whether his offered specification complies with that of AXB requirement or not)

	1.2
	Information & Cyber Security in Solution Acquisition/ Upgradation:
	
	

	1.2.1
	Suppliers shall participate and assist Robi Axiata Limited in undertaking the necessary precautions with required control implementation to achieve the Minimum Security Requirement stated in “Information Security Check List” mention in Annex 1. Supplier shall also comply with the relevant laws, rules and guidelines of the land in the context of Information/ Cyber/Digital Security.
	Critical
	
	

	1.2.2
	Suppliers shall take appropriate legal, organizational, and technical measures, related to information and Cyber Security to protect the confidentiality, integrity, availability & privacy of data managed, stored and processed in their provided solutions avoiding any accidental or unlawful disposal, loss, alteration, and/or unauthorized disclosure.
	Critical
	
	

	1.2.3
	Supplier must ensure that the solution (hardware, software and firmware) provided by them is free from any kind malicious code. (“Malicious Code” is a piece of coding/application that can compromise the confidentiality, integrity and availability of that particular or interconnected solution. Malicious code also help breaching data, privacy and to be controlled by a remote computer)
	Critical
	
	

	1.3
	Information & Cyber Security in Operational Maintenance
	
	

	1.3.1
	All types of information & cyber security related support and services within the scope of the solution (e.g. likely but not limited to application, hardware, protocol security, bug fixing, vulnerability remediation, security hardening etc.) shall have to be provided without any extra cost.
	Critical
	
	

	1.3.2
	Supplier will be responsible to provide emergency support service for managing information & cyber security incident.
	Critical
	
	

	1.3.3
	Supplier will be responsible for doing the remediation of any information security vulnerability identified by Robi/ any authenticated media / global research communities / threat intelligence organizations, etc.
	Critical
	
	

	1.4
	Information & Cyber Security Service Level Agreement (SLA):  
Suppliers must follow below SLA during the validity of the Agreement. If Suppliers fails to fulfill the requirement, Robi shall have the right to impose LD/penalty based on severity as per below tables –
	
	

	1.4.1
	SLA & LD for public (internet) exposed/third-party connected Node 

Critical/Severity Level 1:
Resolution Time:  48 hours
Penalty: 0.5% of the AMC Cost per additional day, maximum 5% of the AMC Cost.

High/Severity Level 2:
Resolution Time:  120 hours
Penalty: 0.25% of the AMC Cost per additional 48 hours, maximum 2.5% of the AMC Cost.

Medium/Severity Level 3:
Resolution Time:  10 Days
Penalty: 0.05% of the AMC Cost per additional week, maximum 0.5% of the AMC Cost.

Low/Severity Level 4:
Resolution Time:  3 Months
Penalty: No penalty
	Critical
	
	

	3.2
	SLA & LD for private network (intranet) exposed Node

Critical/Severity Level 1:
Resolution Time:  <14 Days
Penalty: 0.1% of the AMC Cost per additional day subject to maximum 1% of the AMC Cost.

High/Severity Level 2:
Resolution Time:  <30 Days
Penalty: 0.05% of the AMC Cost per additional 48 hours subject to maximum 1% of the AMC Cost.

Medium/Severity Level 3:
Resolution Time:  <3 Months
Restoration: 1 week (with root cause analysis)
Penalty: No penalty 

Low/Severity Level 4:
Resolution Time:  <3 Months
Restoration: 1 week (with root cause analysis)
Penalty: No penalty

	Critical
	
	




Definition: 
· Critical: Any vulnerability rating CVSS (Common Vulnerability Scoring System) 9+ or system compromised by internal assessment or external attacker
· High: Any vulnerability rating CVSS 7 to <9 or system high potentiality of being compromise by internal assessment or external attacker
· Medium: Any vulnerability rating CVSS 4 to <7 or system medium potentiality of being compromise by internal assessment or external attacker
· Low: Any vulnerability rating CVSS 0.1 to < 4 
Note: Information & Cyber security SLA will be mutually exclusive of service SLA. In case of any service interruption due to successful compromise by attacker, regular SLA will override security SLA.

ANEX 1: IS_Checklist_RFP Template 
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